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l.# % (Privacy) : B4 B d e FEFF M eF Bl o
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2. = M (Integrity) : %%“E* e B RFEER L R M 4o

=
!

AT A Pl % Al E AT T R B
R RIEE Tl R PR EP-E

3. :u# (Authentication) @ 5o #ci 34 > HEFTHRHLF

Windows #e e v % kp B en [IS £« 7& % * e Web
PR o fr Ak siBkinfe d T o [IS @ % hE “HTTP $23R7
DRI féﬁ%@:ﬁ R FEY ER A RS @ﬁi%lév’vjaiﬂ
Bodh B B LRSS o BE - B % 2R RF s AR
TRk Mo L RREREBTRE- 2 (IS R
7 SSL % 24 B84

[1S PR Eendichh il 2 iAg4e™ @ F L% S [IS @

PREZ > Tk BFISFHIFTE O RFFLE
SRR EB R REHE T HPEERR/ET T

6> B TIS PIRE > FIRFHZ AT * §+ 4 BoRE 17
B Efﬁﬁ’l‘i%ﬁ =34 [IS PPREBF A2 7 - iF % > #icypid
lg » B3 ;?}t [IS PPRE LiFh% = 4 se B v BT o

SSL (Security Socket Layer) #® <~ 2§ 8“4 % 2
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BEHAT o v e HTTP 3k & 4o TOP kA 2 8 » i
MR F ol 4 Tk g iRk o SSL A% 2 e RIR
B2 fraE - iEh R o FEIFS Lr@gig,]mg:#gl A 2 E f %
B> SSL & 2424 # w A REAd 3 HFELT LG R
Be* 7 SSL 4v 4418 » AP A T DM o w4

F g (6]

4-1.2 M1 4 TR ehd 2 1
O A TRBLIE S chiR R o AP At kg Tk
(Fa F]Eﬁaﬂﬁirx?gg,uﬁﬁﬁﬁémﬁ« !

€ R RAMEATR TR L > 240 B 4-1:
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UserInfo
¢ UserInfolD

Member_ID
Account_MNum
Password
MemberName
Birthday
Sex
Zip
(o]
Email
Address
M_Phone
Tel_Phaone
Verify
Role
ReqiDateTime
IPAdress
Private_Guid

Public_Guid
¥ Public_Guid
Account_Num
URL_Info

y

T e 3E g R

SARLE R MET AL E

~>o

g f
BPrivate_Guidf =% k5% ¢ f 4k S4kT 4 L B %

oM fRTRRLE BRI ERAB T o s -
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A0 B A2 7N 55

ForgotPwd. aspx | @ #4=3 2 f§ % 3% > 25" 75

%‘%ﬁ%ﬁs a

aa A TR -

EL NG S |

A

Bl 4-2 ~ ForgotPwd. aspx F. o

VAN = R E

Page. RegisterClientScriptBlock("Msg",
"<scriptalert( @ | & 4 c B ee! !’ );</script>");
//# % GUIDA 2 - & 24

Guid Public_Guid = Guid. NewGuid();

XN R F ST

-

String Urllnfo = Application["Root" ]. ToString() +
"SetNewPwd. aspx?GUID=" + Public Guid + "&AN=" +
AccountNum. Text;

//sql query#-2>4 -~ € BHREL - Renl B o DT A

String comm = "insert into Public_Guid
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(Public_Guid, Account_Num, URL_Info) values(’" +
Public_Guid +"", "" + AccountNum. Text. Trim() + "",""
+ Urllnfo + " )";
//Public ¢z BT p 2 & > ;2 doExecutLog(O#4 {7sql
query
Public. doExecutLog(comm);
//p #& > 2SendMailOF I ¢ R &
SendMail(Public_Guid);
/] FRR Y K R
//# % GUIDA 2 - 24k
Guid Private_Guid = Guid. NewGuid();
//sql query { #rig * iﬂ” 7ok & 0[P Address ~ 4%
String cmd = "update Userlnfo set
[PAdress="" + Request. UserHostAddress + "',
Private Guid="" +Private_Guid +"" where MemberID
=" 1+ AccountNum. Text + """;
//Public & f£7z BT p 2 & > ;2 doExecutlog()#4 i7sql query
Public. doExecutLog(cemd) ;
/ /#4473 % fecookie

HttpCookie aCookie;

71



if (Request. Cookies["PG"] == null)
{
aCookie = new HttpCookie("PG");
aCookie. Value = Private_Guid. ToString();
aCookie. Expires = DateTime. Now. AddDays(7);
Response. Cookies. Add(aCookie); }
else
{ aCookie = Request. Cookies["PG" ];
aCookie. Value = Private_Guid. ToString();
aCookie. Expires =
DateTime. Now. AddDays(7);
Response. Cookies. Add(aCookie);
SetNewPwd. aspx F # #2355
//FER TR
protected void Page_Load(object sender, EventArgs e)
[/t B RT3
if (Request. QueryString["AN" ] == null ||
Request. QueryString["GUID" ] == null)
{ 7/ T azap * 2 518

ClientScript. RegisterClientScriptBlock(this. GetType
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(), "Msg", "<scriptralert( ptih 2 FH N ZFE A iE,
EwrE R
" );location. href="../Default. aspx’ ;</script>");
else //24xEMHRET L3
Try //#-@ &k e 22 R85 75 7] 5% Seam
String AN =
Request. QueryString["AN" ]. ToString();
Guid public_guid = new
Guid( Request. QueryString["GUID" ]. ToString());
/)RR G
1b1AN. Text = AN;
//E € R FA A 439 D Email
String commend = "select Email from
UserInfo where MemberID =" + AN + " ";
mail = Public. doExecuteScalar(commend);
/1€ B TR 4 #3921 IPAdress, Private_Guidenia
String comm = "select
[PAdress, Private Guid from UserInfo where MemberID in
(select MemberID from Public_guid where Public_Guid =

"" 4+ public_guid + " )";
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cn. ConnectionString =
System. Configuration. ConfigurationManager. Connectio
nStrings["ShopConStr" ]. ConnectionString;

SqlCmd. CommandText = comm;

SqlCmd. Connection = cn;

cn. Open();

/ /3% P~DataReader
SqlDataReader reader = SqlCmd. ExecuteReader();
if (reader. HasRows)
while (reader.Read())
if (reader.GetValue(0) != DBNull.Value)

{ //#-IPAdressis 3|User P % #cia

UserIP =
[PAddress. Parse(reader. GetString(0));
if (reader. GetValue(1) != DBNull.Value)
{  //#F 475 7|UserGd % iz
UserGd =(Guid)reader. GetValue(1):

if (Request. Cookies["PG" ] != null)
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HttpCookie bCookie =
Request. Cookies["PG" |;
String TmpPg =
bCookie. Value. ToString();
// #-cookiefnf 4P~ 11 dn T CookiePG %
if (TmpPg !="")
CookiePG = new Guid(TmpPg);
// v PR 4
// Ao * & [P Addressfrcookie 4
SR FFTAR ORGSR AL E
if
(UserIP. Equals(IPAddress. Parse(Request. UserHostAddr

ess)) != true || UserGd.Equals(CookiePG) != true)

{

ClientScript. RegisterClientScriptBlock(this. GetType
(), "Msg", "<scriptralert( ptid ke P\ shiF A i,
EFE R

" );location. href="../Default. aspx’ ;</script>");
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J

catch (SqlException exc)

{
throw exc;

}

finally

{
cn. Close();
SqlCmd. Dispose();

}
}

1 A4t ? ¥ hjde - e GUIDI( 2 4)
] 4o

http://www. google. com. tw/abc. aspx?GID=405CACB3-F658-

4DD5-82E5-D1DATDDFDBTE

2. vzz [ * %] %% Cookie ¥ & [GUID2 4] 2 2
T [P @®r G [3ER%aIP] & ¢ #%5 [GUID2 #4%] =

L E B R RIREG o
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3.% % [GUIDI(24)+i » % IP % +GUID2(F )] = @ i

Z3- 27 > IR e > K ETRBBE R o

I [A2 #4)

PLE e B G R KT TR AR PR RnE 2R enE R

AP P GHREW T EER T F AT 2P G BT

L RE 7 % > 142 yser friendly

4-2.1 B 2 442 IR 4 TR 8

pA sk g g | B AT DR b S s
F Y oh- B ’T}ﬂ" R A éwi@]”d’g‘gﬁ?ﬁ B e
EEOTREPLEERSARS R Gl o d R HF R
AR gy ~» RS A EF 2L TR RS DR R § By~ Dl
P B I A PREL R AG o FIH SRR E - R R Y F e ] i

AT JER R R T F B ARRT R 2RI T

h 4o B 4-3 fror e
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4-2.2 SQL Injection (F#4*E£45)

BRSO AR EES 0 SRS E TR G

~

PESERATH B LLHUNTRE? 2 LBEL A

34 3% 7 (SQL Structure Query Language) 5 # # chhd 5 58 7
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A 2 g 1@ % % (RDBMS Relational Database Management
System) s & it {7 o

- PR KGR A TR R LB 1% Visual
Basic # % = *3F 5 ks SQL 37 - RS £ BRemm
PR ST o a2 AR RS R AR
B 2 IATH B BPF A BT o FIS M
BEATG f FE Fy LB 9E SQL & 4 o AT E s g 5
Tt A AF gL Foivy 25 SQL T
SRR RS N R s
Hig B A M- BiF» gz o

b F A B - AR A R G L R R

F - BEIOIRE > m 7 - 0P P IR f P3O

AE g 2%t BV NERGKRE 1o TR opER
e b ARy A ARA R Y AR Rl

PLen A gries ff o b & B AP h ks PG B OE

S

o fe — dLenged A B2 RETRIF V AT 2REL G
FEED#F O WwBAP VR R AI T RN > 5
Frfenib o X oied WL SQL FF 2 FREEE

i

L 22 2 4 -~ ) YR EPY)
Banidro m < B R Rafs M [DH] e
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TS A ek B e SQL Injection B e 1814 B A2

!

//Public &#-z B ™ p %% > 2 CheckStringO* k& & F
PR AFARF ARG err AP BY 2 F P
/R E T F g TR FRT A
if (Public.CheckString(InputA_N.Text) !="" ||

Public. CheckString(InputPWD. Text) !="")

ClientScript. RegisterClientScriptBlock(this. GetType
(), "Msg", "<scriptralert( # & Fxentk 5Lt &
1) </script>");

else

//P~¥"mail

String commend = "select Email from UserInfo where

Account Num=" + InputA_N. Text;
if (Public.doExecuteScalarLog(commend) !=
null || (String)Public. doExecuteScalarLog(commend) !=
")
mail =

(String)Public. doExecuteScalarLog(commend);
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// P~ @ memberuid
String getuid = "select Member ID from
UserInfo where Account Num="" + InputA_N.Text + "' ";
String uid =
Convert. ToString(Public. ExecuteScalar2(getuid));
SqlConnection cn = new SqlConnection();
SqlCommand SqlCmd = new SqlCommand();
//B~18 3 3 feweb. conf i 3% F B
cn. ConnectionString =
System. Configuration. ConfigurationManager. Connectio
nStrings[" ShopConStr" ]. ConnectionString;
SqlCmd. CommandText = "Loginchk";
SqlCmd. Connection = cn;
// 1 * 33425 3R sql injection
SqlCmd. CommandType =
CommandType. StoredProcedure;
SqlCmd. Parameters. AddWithValue("@Account_Num",
InputA_N. Text. Trim());
//1 * Public & 5 & & p @& > i# Encrypt() #-

FrrDbE e L2 e R FIFTHEE
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SqlCmd. Parameters. AddWithValue(" @Password",

Public. Encrypt(InputPWD. Text));

FTa% »>- E & WebForm #2583k 37 2% % Ahdg & 0f®
28> 29 2 SQL Injection s # & # LAY & 5 £ -
Flt ARk 0 bk B4 3¢ k@ SQL Injection e # o
blde o 17 b gl » FARF A R PR GARA o A gd &
2 AR LR H g ERE B2 R SQL

Injection se# 4 F PER g1 XSSsc# > 73 A - Fa @ o
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