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PR 2 0 U T B e ] 0 do D SR f R B
AR IR At B AT f?%*l"i@]lfﬁll‘f%"ﬁ?rﬁi&#wﬁ
PEERPFRL > CEHRFTRE 2R DFRETME TR EL
AEREY B DR T ER NS Lt bR G E TR o
Beni * 5 PIRIES (g & # 2 30425 5 2001) -

d 3 ERETAAHERY T 2 A Y2K 8~ B Ren

N

PR TS LR REORER A EROT AL 2P 0 - e d
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\

A FRRLHGFAS FR 3P 4% (SPACECOM) f § » &
LAFL A F TR A LR BT AHTAX 2OERL B
S (R & 2 EAEes 2001) -

"ER AR > 2 - T EETA AT IR ¢ 3 A -
FHE 2R AR AR TR AT IR

HpEme eamms 2o g2a (£3:74,199) -

*ﬂ‘u

FTAX2EEOP DR FRET TR 235 AWM~ - T
RAEZ AR NP ETRT AR L AR ARER Y (FFEe s
T% 75,1999 ) -

P HEIN TR 2 PN AR L RETAIRA S NIRRT R
OB AL R TR - o enis %+ (Confidentiality ) ~ & 424 (Integrity )
2 v * ¢ (Availability ) (Pfleeger,1996 ; Gollmann,1999 ) :

(1)#gf# (Prevention): &k FTAF A % o

(2)# . (Detection) : § X 2 FHFAPF - 5 > 27 AR TR

NBIR S DA AR E HEERR o
B)F & (Reaction) : & b EpFFp @ 322 &M T FI &

’I) ’ ji l]"‘"v',\f{i EIJ‘U—_ '#: E’f’]‘%‘/‘{, o
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THEE s THER ) OMARENTAZ 2T ThERTR
R > o Hp R rlﬁﬁ'ﬁ‘;‘ﬁ;%?/@ﬁ”@ F 3B Bl AT T A

(Complete) ~ 7 ¥ %730 % S8 1% o

R
bAEY
=)
=
H N
a
g
|
5
v
i

FAZAHOFTALZ 2ERURI G S REFTAL 2 A#HE L DL 2
fo B EE R AL T AR REPEAR 0 H a2 & (Functional
Paradigm ) #k P~ 74 % (# B # %,2001d ; Panda&Giordano,1999 ; #f &

18 27 pF 4 4¢,2000 ; Ellisort,1999 ; B 7% > £ ,2000) :

(1)F# # (Resistance ) : Frfz ok Tk Sz A 88 ~ i 2 TR g < o
RN N 2R o

(2)a %] (Recognition ) : T Pi ® * frenid Pl FE I B & hF MK
Fo LB w R OEETFEWEE o

(3)w 4 (Recovery): FiEif T A2k » 5 INERNE LA > B BP

FUE R F AN LR AT 2 AE A S A
REBEARF O RCHBEORERR O ARS —‘Lﬁ%’l?;)g‘i % (Solms,1996 ;

7

Moulton,1991) -
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RS R Y FIFEITRY (275

LR RELTEET 0 B LA TR E A N 8RR R
BREF a2 denfih o 2R R AL G RSN o o bk % A o o)

U F R R T-fi!ﬁi%l N F]P s TAE 2 R RN AK

A FEE > E 4 # 4 Internet ~ Intranet ~ Extranet ¥ Web base % 5%

(B it 2 MR L2 § 252 2 > ARG it b F IO RER
H* o

AF E4cir RET R A2 B TR * F o

FI* ez e ptonf ¥ 2 % (Commercial Internet Transaction) > & F 3

% >end B ¢ 32 (Bhimani, 1996 ; Furnell&Karweni,1999 ; ¥ F+,1995) :

(1)# 2 #+ (Confidentiality ) » ™ Fx %% * —‘F*f i B Bk Tzt
e

(2)Fz:tt (Authentication) » % 2R 5 X2 B end & o

(B)F #L = £+ (Data Integrity ) » 7 42 i@ ﬁiga] REFenE E AR BT o
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(4)* ¥ F it (Norepudiation) 2 4 enizie— & > A 5 a0 {8 »
EEFERRAESDEF o
(5) 5 B~ (Access Control ) ¥7:% # 4 PR 7% ( Selective application of
Service) > ¥ 1 B e eng KFERT o o WA H 3B ET o
1992 # 11 % 26 p £ K &AL TR B 33.?7%“«(Organization for Economic
Cooperation and Development, OECD ) > 37 & ¥ & ¥ (R F 3 % sLig * Tk
B el =l A ERA - ERA GBI 24 B § R AR 1090 &
A2 > d T~ T PR 2y - (Information, Computer and Communication
Policy, ICCP) % m% O e S = =4y = 4-(Guidelines
for Security of Information Systems ) 2z #:&x“7#| %> HFGHE20 B ? -6
& ¢ ek ¢ (OECD,1992) - # OECD ¥ 3 % 2 #;q 5 RoP A
(OECD,1992 ; # R4 % ,2001a) :

(DF AR R TR A ] ¥ R R %2 H

%

FOOHNFRAAT 220 F @SN R G MR

LAty AR NESHTR GROTER > 2 BHELL 2 o
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R EF s

Y
) f} |

O LIRS SRS L UEW-BEE
TAE 22 R
(45 ko e ERA RPN BI85 F
Ex

1 2k AL AL & , - 2 = > % 4
PEN e S 7%mm{§?j§%,:5,,vuj;

AL REFERUN T EERE S T

G)E BB R - B ROT R f AR AR

FRERER CH AP ER R AT RE T 2R CRT A

Rk S NAREHH R HR A

@)L Rl © T AT 2l (7 BE s RAELAIELT >

Lo Lo HA SR RS e S > it

A

o xi

o

v
%

BN - R 2R o
(7)ig P ] D mmFci~ AR
Fie TR T BB T F WM kAR

PR E

B)FF = RAl - T3

OEEN LIRSy =

O R o
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(nﬁt
ol
#

OECD 7 #* % W = 911 seHFE 22 {5 > & ¢  Wpii:

Pt

)2
=1
(i
f4

d

A RS E o TpE 27 kB &2
e s sur e % > 4p 51 (Guidelines for the Security of Information
Systems and Networks Towards a culture of Security )» 12 4v 53 ¢ B B 7 3
oepein® > o AR A (OECD,2002) !
(DR 2R P (Awareness) @ ¥ T 4 B RRLhE 2 & 5§ LA D
RATE L 2 EF R G
(2)F =& 7 (Responsibility) : 8 & AP & % 2508 ~ 177
HEERARLFRALTFERAFTE D E R ER
BAEEIRGE UERFHEN ARG RRE 2 E o
(B)w & m 7] (Response) : € R F& % B P~(7d % 4p3 £ 17> N7
BorE:2ARTAL 2T E2HFS -
(A& R (Ethics): ¢ ERRBEEE AR 2L E2HE -
(5)% i Al (Democracy): Fit i sex B84 2 BB NIALE H E
wE -
(6)k *%& 3= (Risk Assessment) : ¢ B RIE:E {7 T 5 52 % 2

Z_h Kﬁ;:l’_fa o
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(7)% 2% 22§ (Security Design and Implementation ) @ #-3F 31
B EREDINAQNT DL c HE 2 ke Aie S d
AS PRI~ A BRE > R MR EERDFL o

=

(8)% 2 ¢ R R| (Security Management) © Jis 4k P~ = B % 4 e 35 o

-

MERE P ERAP R X 2FRRE AR TR BRI
FrhkeamEd T e 3RERBOP T RIEHL TR

%2, L

k0 kSRR FHEE o R EHP TR g
PROT IR TR PG ERAEREE T T A - BE D ko
(9)#F § 3= & R (Reassessment) : Bt A& fi® o T3l i SL2 gt
TR XEEBETAL DR HWERR
— AR 22k 5% > R P) GASSP (Generally Accepted System Security
Principle) #7377 ch— S i Rl A2 FRE 2P R 5 L e g
(Ozier » 1997 ; 4§ & pF 2 4g > 2000 ) :
DFnx 25K tramgd B~ BEroy ~ LFRE - MR
Bordp¥2 85 ngdiiad e

Q% T2 BB R ARG aH B E% 2R 0 0k B

-113-



FTHE 2R G FIREFR

RELPEPEAER IR AT ERFE

_'ﬁ . g =< > P ) & = s ol - 2
C)F WEBRFE N TARNFTRZAE  TAFTAZE T - @
ST

S

AR 2 P AFHBRE I UIEE R
* 5 OE T E B R G chArih o oA

_

3

R

"K‘&H:"%IE—E’I% %ji,{‘lﬁ'?/},%l/u& ﬁ’fgo
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(10)H#FFFE2 BERL  ZREFEFTAFTAZ FAFT ALY ER
B S LR Y STIRAR

-
e

v ik e E FTIRAR R
FF o 4B ERIRIAIE T 2 WF 8 T B o

A)FARGEFE B IFEATA

<
~

X Flenw 2235 8k 44

W
%

NEENY: 2

o
o

I T R E 2 AH O NERTFALT IR G  RER %

WHT R R o

(12)5% 2 &2 i 2 A0p BY RHERELEF

¥ oip 33 BL o R AR LR

=

P

 iEGEE > BEAT AV RHRR LA E

LTl AR

(ANFRZ 2z~ g~ G Pk R _‘1%&}@;13:? 21 3E 4p B
iz s P 2 H1E R oo

YN ENS I AP X

A SN I s s I

o
u
A
4~
P

‘éif]\fy““@u-’%J:LﬁmﬁﬁOECDQH#r

R

2_ ¢t > g8 (European Union) + #% 1%

7

H? ?F
£ ¢ B ® (Pounder » 2001 ) :

(DF % 2§22 L48% % > 40 ¢ 447 ISO/IECLT799 % -

QB RKT{HAFTAL 2o
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(B)A 3 FME 2enish o
4= 7 %X > Bf % ¥ ¢ (Computer Emergency Reponse
Teams » CERT ) -
(5)# ~ ®r B CERT feft » madi s 2+ F g i 484] > 40 G8 £ &
FR 2 % 5L(G8 Incident Reporting System )» @ ;% % B rizE = b #4410
) & FBR 3 EFRDE 2 o
(NF A% 2FEE N DdEd -
B)p » 3 »x2¥ 3 I ieenF AL 2f24% > HA AT R e
Fcfit (e-Govemment) £ e it £ pE (e-Procurement) -
(9)31:7 F+ & 308 SRR o
FaE 2R @i 953 CIA RRl > T3
( Confidentiality ) ~ % & {+ (lIntegrity) f=+# * {+ (Availability) » £ 3|}
ZoE AL % 2Ll (Tudor» 2001 ; Gollmann» 1999 ) m Dhillon 2 Backhouse

v

LG 2 RP D ASEM RSO S B AE Y G Aol
Bihse P B g Pl o 2RE SN BB TR 3 P Ut SR
P E 2 AT ARET oA R FURHT O mEE - 1 =

LA B * b oeanfafg oo

F]¢¢ Dhillon 2 Backhouse 3% Ji3#+4c RITE BB > F A R F T
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(Responsibility ) ~ +7 < = B = &+ (Integrity ) ~ & # & (Trust) ~ :g 4812
(Ethicality) % w2 57 R p] o

TR @RS B AP RSB L B A A B RE P
TR A R RAEE R FE S AL EEREERL RS i
R Y WA@Y R ehipdl kE 2 PR e

CIA & 5 3 eh 41 B & enfrdl> @ RITE R B33 chE A 6
oA EBANEREG IR REET AL 200 FAr - R KT

r24p# 4p = (Dhillon& Backhouse > 2000 ) e

o
“ai
AF
g
|
\\\?’gr

TR L e L DR RIE B A TR R~ Rk
2 E MM T AL 2 E AR M ES EY s AR 6
FIRAODEF T2 2 PR HFIR T S L BE - RFRERE 4o
BS7799 + 1SO1799 ~ COBIT ~ GAPSIT » RFC-2196 ~ FISCAM % % » 4c 4
e 12T o L E 2 EBF RAIEFE TR AR T ER Y EL R

BARR 0 ME FEZ MR HEa d EFF o

-117-
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> LR P BIOE 2 R
COBIT F il p A&7 # X% afh it ¢ (ISACA)
( Control Objectives for Information http://www.isaca.org/
and related technology )
BS7799 ® R e (BSI)
BS7799/c : cure code of practice 1& 2 http Iwww. b5| global com/
ISO17799 PR e 202000 £ 37 K n £ £ (1SO)
ISO17799 (4 * BS7799 code of http.// Iso.ch/
Practice 1)
GAPSIT — S 2 3L 33 % sLpjir2. % ¥ FR 7IRE B e s (NIST)
> R P& g 5% (General Accepted http://csrc.Nist.gov/nistpubs/800-14.pdf

Principal and Practice for Securing
information Systems and technology )

RFC-2196 it JRi+% 24p = (Site 2l 2 Z B (NIST)
Security Handbook ) http://www.ietf.org/rfc2196.txt?number=2196

FISCAM Z5 =R o i35 30k S48 5 | 2 Woc/rg - %% (GAO,US Government)
¥ :Fﬁ # (Federal Information Systems http://www.gao.gov/
Control & Audit Manual )

Sys Trust tm ¥ 5 #f 20 F 30 % 2e3sd EFRWeE4 £ €312 ¢ (AICPA&CCA)
(Sys Trust) http://www.aicpa.org/

GASSP — 4 2v 33k b > R REF£ 21 ¢ (ISC2)
( General Accepted Systems Security http://w3.mit.edu/security/www/gasspl.html
Principal )

Mt 1-1 A 2 BRE AR A
AXpEk-FUarfai Lo REHRE R (International
Organization for Standardization > 1SO) #& ) ¥ 3 Hper > F3E=28 - H 4p
B %% 5 : COBIT ~ ISO/IEC TR13335 ~ ISO/IEC 15026 ~ ISO/TR 13569 ~

ISO/IEC 15408 ~ ISO/IEC TR 15504 ~ ISO/IEC 17799 ~ SE-CMM ~ SSE-CMM
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FRIFPF /IR T 7 & T F i 5 SLiE g &% | (Trusted Computer
System Evaluation Criteria ) » % i & % (The Orange Book) *® % & = B
%3285 D (HME2)CL(ERBPRE)C2 (FB4H g )
Bl (#h#t% 2Rk ) B2 (7 msehifik )~ B3 (% 24 F) Al (%&E
Peapd) % - fAFTRN S BAAL R (LR 2002)

(1)% 2ok (Security Policy ) : #] .= e 2 ik » 2 2 1P * 12

gt 704 3 48 (Subject) ¥ 14z B7RL Z AN 42 i (Object) -
(e (Marking) : %63 M5 30 F R+ 8 4o o fR3e 0 UL
Ptz > E %o

(3)z%%] (ldentification) @ #73 éhde 12 B 387 1 yeas > § 4 B AL n B
o TE SRR G EE L P A R B ITE koo

(4)# = (Accountability ) @ S5+ Tkl 4v 11 i3 8 L > iz e

HBENRE 275 2P B 2% 25 MeaE ® (event) &k

(5) %% (Assurance ) : E & b =G a4 A ERe NE D e
I 38+
(6)F# 4 %3 (Continuous Protection) : F it e % 78 84| R 43 38 1%

FAE o ESE PR
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ERAT 28 RERRY A REATDE 2RELRPELRE

(D4 &£~ 07 B # T " A 5% & B (Canadian Trusted Computer
Products Evaluation Criteria ) °
@Q®m g crF A &F 5 &Rl (Information Technology Security
Evaluation Criteria » ITSEC) -
(3) % Bm =R{E A o
i g F % Trusted Network Interpretation Environment Guideline # &
3 —‘F'T* BLFrHRARE BEVEITRER T 9 o 44473 B A D
PREE IR MARNT 2R R A TR X BPRBREET -
- I e H23% 3+ 5 (Network Security Architecture and Design
NSAD ) & # 353 7 = > (Communication Security )~ § %8 % 2> (Physical
Security )~ # f % > (Personnel Security )* 3 3t % 2 ( Information Security )

AL
= o
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Fou% 2 HAp M2 pead

3% > ¢ 1@ (Information Security Management) ¢ 5 10 < & 5%
(BS7799-1 » 1999 ; ISO/ICE17799 > 2000 ; Kwok & Longley » 1999 ;
AS4444 > 1996 ) :

(1)= 2> s (Security Policy )

(2)% 2 (Security Organization )

B)F A » s & x| (Assets Classification and Control )

(4)~ B = > (Personnel Security )

(5)% %22 k5 % > (Physical and Environmental Security )

(6)if 3n &2 3% (¥ & 1@ (Communication and Operations Management )

(7) % B34 (Access Control)

(8) % s % azE (Systems Development and Management )

(9) ¥ 734% § & ¥ ¢ 12 (Business Continuity Management )

(10)i§ 7 (Compliance)

10 * R R R DFERFTEAR > FoY 2002 & 12 7 e

ISO/IEC17799 #& =_% CNS17799> ¥ BS7799-2 7« ¢ p* ik ©_5 CNS17800-
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?“:‘:%i 3} ?IP”:,;% fjttég -Q 4f J‘/! ,E%Egﬁ ’ J‘,{ :{‘f’;}E! f—y ;r’} b%i%]\'} ) "Ei_ ;,%‘
2 BFIFERN LG (hiE7 B HEHRY 0 2003):

(1) % Fa % > e i (Define Security Policy )

(2) T &

=

A% > g IRk gevk (Define the ISMS Scope (Boundary ))

@)z w T F A (Define Information Assets )

@#FFFNF AR &= (Undertake Information Assets Risk
Assessment )

(B)a = 7 F A BT £ (ldentify Information Assets Weak Areas )

(6)ix 4™ ¢ R *& (Make Decisions to Manage Risk )

(7):EHF 3§ Al E ( Select Appropriate Controls and Risk Treatment
Plan)

(8)# # i * {+ %P (Prepare Statement of Applicability )

=

TAAGAR ~FH - W22 % R

=
I

TR 2EELAT S G v F S TGRS e Ee A5

M) o oantR oo o A FAL > g2 (Eloff & Von Solms » 2000a)
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T 2 gt a5 mgn b 2 R 3

TAME b % kp b fr (Threats ) & p ¥ o933 2L
(Vulnerabilities ) o = #* & 8L € 3 2 T F iR ~ 532 RO Y
( Confidentiality ) ~ = £+ (lIntegrity) # ¥ * |+ (Availability ) » & 3 3t

PoRETR (FrRAY € > 2002) Tk >enw f (Threats) &3

2L (Vulnerabilities) ¢ 33 (& /=& > 2002 ; Rainer & > 1991 ; R4 % -
2001 ; ISACA » 2002 ) :

(DRl A SN SNSRI~

(5% P X 2EFF L RFFVRA Gy AT LE

B)RMsEBE: T ERAET WL ARPL pRIEREL R

(4)% 48 = § (Physical Threats ) : 2k # 453k ~ £ 4 @ #+ % i~ L §
TFEGCRF A SREE

(5) A = 48 F # & ¥ F 5 P~ (Unauthorized Physical or Electronic
Access): 4r T YA i FHLA B TRATE 4B A LB E

i TP~ EDI v s R b ahdn F A RL  3F 31 it
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(6) % 3= # 19 %8 ¢ § 3 7 B (Authorized Physical or Electronic
Access) 43k S i 0 EUC 3 4o e 0 | 3 e

vL g A et Bk Loch & (1992) a3 > X AR T AR o
HASPE 2P RERRT E A S P P INE I P
(3 K% >2001)c thikaz (2000) = o epe < 5 A pF 543 > T % >

FERLERR LA TR

&

(Dieshp 3Behad § 0 p 30w § ik 80% @ ¢ 45 1 Ke FEPIA L
FRL TR AN SIRE TR HEE A % Van Duyn(1985)
Wi M Pk 75% 0 F A E (1999) Al E Tk 2K
AT 85% % p % m k chp EF -

(2 ek nena o 0 bR 1k 20% 0 ¢ 4% ¢ Internet B S~ A K

T
S
]
J %
=H
w
R
|
3
o
ks
P
b
)
>
I

¥ (RI=EZE > 2000) -
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Loch & (1992) > Fa%x 2§ ML Kz Ba » KA 47 -

(DR PRk kg AT R R

QR F © A LI 2L apkI o

B)R B - &b o

A% T > Ree s B - FEERIEE o

Trar R E Tk E R 2 - 0 €% e % (Computer Crime) £_iu
g% (use) 2738~ (ACCESS) & % ,¢ L 7 MarnE s (4o =34 v i
) ABEEAPEEFLZ AT RART DT R FARLZ T R (F
F A 1988) -

Cohen and Felson 45 1 @ j= 3% i 2 2 5 = %1% (M-O-P) Ap*
TR & (REFEEF£7,5199):

()Motivation : F & 48 2 i 4 e J F -

(2)Object © & i ) 3 Fide

(3)Protect : 3k j= %k ¥ 7 B d o

BTl > FHUFTAL 2B 0 T Q2 ey
¥ (F£% 5 2001):

(1)Motivation : #] 2 FH % 25c K > F 2 FAE 2 o) mEHIH A

e TAME 2RT o
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(2)Object : T % > A Wnig * > 4ep VR EFE o
(3)Protect : fEi i ~ L AL BAh - E3 > BRI ARKE F o

R L (1997) 35 RHRRAIFERY HFAZ 2P T A

Dppet e b T g E'J%Bx ( Unauthorized Access to Network
Transactions ) e

(2) # PR EF en okt R g% £ g B (Unauthorized Access by
Insiders to Server Data ) -

Q) F IR E L nF R TN VE 1 B~ (Unauthorized Access by
Insiders to Server Data ) -

(4) 2 3 Heh s * % suak %y ee ((Violation of Client and Server
Application Integrity ) -

Karen % (1992) zu% % > = %7 5w #f © 7 %A (Disclosure)

7 3 % =< (Modification ) ~ ¥ 2 4f & ( Destruction )~ 3 3t & ;2 2 * (Denial

G

ofuse) - 5k g (2000) > 325 AT F FHTHRET > 2% 2= 03|
G ATR R Aol FRE ( Eavesdropping ) ~ i # 338~ (Spoofing ) ~ & ¥ 4%
#% (Protocol Error ) ~ ¥ #L % :z ( Data Modify ) ~ 45 2% i# i¥ ( Transit Error ) ~

%1% (Permeate) :}%i (Virus) ~ #£% + 4 (Denial payment) ~ 4£. PR 7%
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( Denial Service) % -

b A At - e B RFE[EGE £ HE 22 R HAEETRE 2
PAHELR &S BRGSO DEBEHETR AT T A DR R b
WRPIZEA G F o N ERAT AL 2R G NI - BT AL L
® > wE R % g I (Gerber & Von Solms » 2001) -

PHEFRGTFREIRIGTATA

DF A AR ~ B (R4~ P g )~ 2% 258 ~ iT¥ 4 p i

pEe 2 v 4 H ~§i%1:'1§12% % >3k~ TR (Metadata) ¥

(2) 550t fehe ks TR G FE A B K HREH

ZARNEE I E g R BS0A R A m ks BRLIRTE 6 S S

%, 42 22 A4
S EBLE T E o

(B)FRAF * BT % SiF 17 » & T % Mgk BRGAZ ¥ % 0 U L3
Tk Bk A pan 2 AP B PRAE o
(AKHE @ Z AR A ~ B~ 21 1Fxk ~ B AT %~ G55

B L BB LA R R R ROE 8%

T
N
N

G)4 R iR % RALSAFEAR AMAEAR ~FaL 2l

G AR A ME AR o

-127-



FTRE2haFREFR

ez 2 % kak

-128-



	rules01.pdf
	專題研究授權書.pdf
	專題初版.pdf

